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3.1 AB2Ss (Outlook)
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[+ Inbex - Microsoft Outlook
Type & question for help v

i File Edit View Go Tools Adions Help

PEdNew ~ | B8 B3 X | ChReply FEReplyto Al (3 Forward W | 52| FysendReceive - (& | [@ Searchaddressbooks - | @ =
Mail « || 5 Inbox To-Do Bar » X
[ Pl 4 April 2014 »
| Click here ta enable Instant Search | SM TW T F S
1 23 4 5
Arranged By: Date Nawest on top 6 7 s[810 1112
P There are no items to show in this view. 13 14 15 15 17 18 19
02223 H 5%
7 8 2 30

2] All Mail Ttems -

2 €} Personal Folders
(a] Deleted Items (1}
L7 Drafts [1]
5 il
[ Junk E-mai
(i) outbox [3]

[F] RS Feeds

(=] Sent Items
# ;3 Search Folders

[ Mail
5] catendar
8=| contacts
7] Tasks

M= P

Q ftems Send/Receive Complete B3~

Al 2.5 WBeefs AsUYA

3.2 8-08c GRRl / s[Ho1R s:cll (Adding and Configuring E-Mail)

-1 AeA SARAs ASAH (SARAS 2Uld). So2aeell Heel S-ATAH gl BsuUl slsuLL
aule Wscdl asta B, S-AFd Andal HIR S-ASA AJU (-2 E.Sl) 8lg % BTN B Wote
8l 8. wGBagsdl -1t Wscal ¥ Acl HIZ Aal configure sclloll %32 U3 B. Configure HIA WS
o cduld sclloll %32 Ud B. WBeds ol WlAdl R¥et UR Configuring Outlook ollie] SIAADL GllsU
lal HOA. URWlE ollof wWBeeds Startup UA. AHL Next UR BASs 5. =il E-mail Account Q3
YoMl e, %l dA Configure 5cll daulRk 8la dl (Yes) &l ot8lcR oll (No) UR GAS 53

Account Information

No account available. Add an e-mail account to enable additional featu

Modify settings for this account and configure addit

8

Account

Settings ~
Outlook Add Account..,
I Options Add an e-mail account or other

connection,
Exit ";L Account Settings...
6' Add and remove accounts or change

existing connection settings
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Ul 2.6 Beefs WA YA 2010ML 8-ASE WS s2cll (Add an Email Account to MS Outlook 2010)

&q, UG sHl HidteuHl wddl Mol [Qotd AVl RURGUE Next UR (5As 5A. Wal %\ Configure
UsOAYds U8 %A l Finish UR (5As 83| s olgldR Error olcllad,

RURGLE Udllo] otq AslGo2 Wleal M2 stoll ol Aell GUR wWBagsHl Sign 6. Aol UR (AS 53|
ProfileHl %d. AMi Info A InfoHl Add Account UR (5A5 5. AMi dHIZl [Qold HdtecuHl e a
Y@l (Qotct el vite AHA YA %l dl W2 &l WSl Al dHL3 AslGoe GRRAL

3.3 8-A8cMl oflstgl Aal Uél (Attachment and Signature in E-Mail)

8-NSAHL 518 18 3 32l GARAL M2 Insert Mo UR %8 Attach UR (A5 5cll wal siscdt RAse
sl A A STA dAMRL F-RSAHL Attach AAAL Blal HAA W Wdloll SlBURl S A S8
sl astal.

8d, 818 cU3dal 518 S8 ¥ SleURl did HsAAl M2 A YUH FilesHl %8 New UR (BAS 53A Wal
GuR e2lAcll @t WA RURGUE Attach File UR 5As 53 wlG s3] slctal WUt $A ol Attach
dall €], M, ST, ARl ¥ wod Alx drglle] H1SIL (Attachment) AU ARl 531 aslA
Sl dal Wscl el aslA ¢l

S-ASctHl A8l GRRal 1S Signature UR (A 531 ATl HIRA el udl daur U 3. @R A
5-NSA HISAUHL AA B RAUR F-ASCAoll AWl BldHl U8l GRRAY s B.

ETIN" | |= Untitled - Message (HTML)
‘ 2 ‘ Message Insert Options Format Text Review Developer Add-Ins MyTab
= - ™
o & o O : SRl gel ) 4 - ¥ Follow Up ~
v N [ECE Mgy g 3
y ¥ High Importance
Paste B I U = = = | i= i= Address Check | Attach |Aftach |Signature = Assigh
v Book Names File |Item ~ - polig) - # Low Importance
Clipboard Basic Text Names Y pusiness Card » Tags : | Zoom
B calendar..
From v offdevdx@microsoft.com @ c °
3 9 outlook Item
=1 To.. e
Send . . .,
Cc.
Subject:

Ul 2.7 8-ABAHL AL AN
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A3l youl@ ustAl

1. MRl -8 US|l UHIBlof vUB2s slXo1R .
2. AGBeds HYUl dHRI A §-ASe 5.
3. AGBeds HiEYl dHRl MR Signature Aol Attachement GRIL ATA $3A.

3.4 ABegsUl A5 (Calendar)

§QoS2 (Calendar) [AscU UR (5As 5cll dMal A Yoyololl Rol Rl HAA ¥ U 5A05R B 63

AHL Ul sletell vel anl AdL-wen ¥ sl ugl HRell 3 ddlu ealldcll sl 8. FHi 58 dAdlw uR

AU 9 5LH scllo] B ¥ 52A1R 5:clle] B? A dlef AHAUAS AR 53 sl B, Al ke GARC

i) New ¢eol UR (5As scllell oicll Window WA

i) Action NejHi %8 New Appointment [Ascu U Qs sclell oicll Window WA
i) BHL wRAL, UM, AR, S1RAQL YL, A Audle 3.

UHA 2.8M0 5A052 €20t B Bl €35 HEolloll €35 AW ARNA B. wA ol W3l 0l B, A
€35 AlRlW 3 Radal dRaR AE of sal AU AHl Wdlef s Aoz 531 AslA SlA ua

AosutAosatl steloll aaistdl Al asta 8.

P Elinew - | X

Edit View Go Tools Actions

Help

1B §H | Today | [ Searchaddressbocks - | @) o

Type a queston for el [+

Calendar « Day | Week ‘ Month | Details: & Low O Medium O High
4 April 2014 3 D G = P~y
suotw o s | ©@ April 2014 I
0311 2 3 & 5 )ik here to enable Instant Search
6 7 8[9/to 11 12 : =
13 14 15 16 17 18 19 | | EE H
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7 ®2030 123 |[|
3
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My Calendars =
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How ta Sh. =
search C 2 ;
2 s
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< _ N ‘ 2
< ) | i ¥ )= Meeting at BAOU - Appointment - = x £ El
- ) : H
= @ Appointment | Inset  Format Text @ L
= = —
— Calendar =0 ( % Private
H“J @g) @ = 2D Bsnowss W | Y Q 5 @ ’v (7
[T X Delete 5= ¥ High Importance 8
a saved Invite Appointment|Scheduling | & Reminder: 15 minutes - Recurrence Time Categorize Spelling || Meeting
""" 7 Close Attendees o Farward ~ Zones - 3 Lowmporta - Hotes
(-~ Mail 2 Actions Shaw Options % || Prosfing || OneNote
7] catena Subject: | Meeting at BAOU |
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&-| contacts
= & v 330 Pm ~| Oana, it
] Task L | | | A1 day event
L v [a30Pm v
@ = |
lez]
attem =
7

Jilfi Meeting at BAGU - A...

AU 2.8 WB2fsUl 5AS?
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UG sHL UReUHL (Contacts)

slcdll 8-A8c cvllal Mscal olle A 8-A8A AJA cloll calsdoll WAl ¥ ottdt Aauldd sasll ylAul
wIBesHl B. Address Cards List 30l dal Current ViewHl Phone List Select $cll Phone Numbereil
list YHIAL 2l HAA. AHl AsAd 8 ASAa e 531 %33 WAl elRalle] 53, A Wl @3l save

Wa Close 53.

adl i =

Contact Insert

b &y WY - | [BEL E3 Activities ~ BF
o X By § a6 B B

Format Text Review

Save & Delete Save & Forward OneNote | |General| Details
Close > = Al Fields
Adtions Show

FEE]
gl F

E-mail Meeting More Address Check | Business Picture

Untitled - Contact

) %

Book Mames  Card

Communicate Names Options

Hva

Categorize Follow Private

Tags Zoom

=3 |
o

Full Name...
Company:
Job title:

File as:

Internet
[l E-mail... -
Display as:

Web page address:
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Phone numbers

Business... -

Home. -

Business Fax, -

Mobile -
Addresses

Business... -

[C] This is the mailing
address

Notes
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3.6 513 al ol (Task and Note)

&1

=
File Edit yiew Go Iools Adions Help

Type a question for help =

P New - | @8 (23 X | [F | CaReply ¥ Replyto Al Forwar ¥ | [ sesrchaddressbooks -+ | @) o
Tasks « || ¥ To-Do List Filter Applie To-Do Bar » %
O] All Task Items - ERab April 2014
SM TW T F s
7 || Click nere to enable Instant Search
My Tasks [ ] 12345
To-Do List Arranged By: Due Date Today onto
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e py il 0212223425 %
There are no items to show in this view, 27 28 29 30
Q simple List
© Detailed List
g Active Tasks o)\ > ) Meeting at BAOP - Task x
Next Seven Days a
© Overdus Tasks [ rask | mnsen Format Text @
O By Category 1 x o, Wi > A » ~ E Y, Ifa ‘v No upcoming appointments
© Assignment H v R =] ﬂéJ' 4 < T A= == _mg’
y . ave & | Delete | | Task |Details | Assign Send Status Mark ecurrence  Skip  Categorize Follaw Private || Spelling
By Person Respansible Save & | Delete | | Task |Details A Send Status _ Mark N R Cat Follow Private || Spell
© Completed Task Close Task  Report Complete | k2 Forward Oceurrence -
ompleted fasks Adtions Shaw Manage Task Options Praafing
Q Task Timeline
© serverTasks Due today, Arranged By: Due Date
© Outlook Dats Files Subject; Mesting at BAOP 1
To-Do List
® There are no items to
- Start date: Wed 4/9/2014 v| status: [not startea v show in this view,
Due date: Wed 4/9/2014 v| priority: [Hign v | % Complete: 0%

Customi

Reminder: | \Wed 4/9/2014 v

200 PM v Quiner; | amit

(4 mail |
7] catendar
8] contacts

/] Tasks

sl Ca @

Filter Applied | 0 Items
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Task (5(2]) oleol UR (GASs scll AR Ylloll wtll alEl slcatd 8. £35 stloll Beell diflu 58 B A
el €20 B. otq st GARAl New UR (AS s5cll As SlAALL llsd glal Had. sidell [Qoid A
sAR A3 59 Aol Beell ARl 58 8, A dell Mlddl GAZ Save and Close UR (As s3A. el
A MRl A o staclol cllsAul Euwld alglil GARIAAL wlal 1l

_ =8 x

[3 mbox - Microsoft Outlook
Type & question For help <

Eile | £dit View Go Tools Acions Help
Mew, » |33 Mail Message Q=N (% send/Regeive + [ | [} Sesrchaddress books | @ =
QOpen » | %) PostinThis Folder Ctri=Shift=§ - —
Closg All Ttems i Folder.. Ctri=Shift-E o -lv . T )
3 search Folder.., Qtri=shift=p ] SM TW T EF S
Save » Nayigation Pane Shortcut. - 6 7 él:;l 13 L: Lg
Eolder » |E 2ppointment Ctrl-Shift-4 iR o o
Data Filz Management. [ mesting Reguest Cri-shitt-Q ;S 3; ;; ;3 LD
@3 Contact Ctrl=shift=C
& Distribution List Ctri=Shift-L
& Task Ctrl=Shift-k
1 Task Request Ctri-shift-U
B soumalEntry Cerl-shift-) Ho upcoming appointments.
TEpEE L] Nete Ctri=shirt-n
Exit @ inte Ctrl-Shift=X

B cho
@ Choosel

Outlook Data File.

th Form..  Ctri=Shift=T

[~ Mail
] catendar
[85] contacts
(7] e

u=Rr.

AUlgld 2.11 WBeys oAleoll Yl

UUR FAcSel BUaL 53 €RA%0] st e ASIA hlal. URq R ¥ uruguell As R au of e’
Al 2y @Asyet Assla oA 8. Al wEeysMl Task Sl B. ¥ UG sl MR UG dal
AN WA el & B wA A sEia ¢l ¥l sl HeE 52 B.

i Eile Edit View Go Tools Acions Help Type 3 question for help =

P SANew - | @ ) X | ClReply 3 Replyto Al (g Forward ¥ | &8 | Fsend/Receive + [ | [ Searchaddressbooks - | @ o
Mail «||E2 Inbox To-Do Bar » x
Favorite Folders 2 Rk O mml 5
[Click here to enable Instant Search | S UG TG =

12345

6 7 5[ 8101112

Arranged By: Date Newestontop |
13 14 15 16 17 18 13

Vail
[ Sent ttems

Mail Folders A There are no items to show in this view.
0212223 24 25 26
7% 230

3 Junk E-mail
13 Outbox 13
= &

]
Tean hheeting at BACP Today

[ Rss Feeds
[ Sent ltems
® [0 Search Folders

[~ Mail
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/] Tasks
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wBesHi Al YAu Guasd B ¥ Bl Y3 AHal AHAAR scllotl 1ol (Qatdalr it “Note”
Ui s3] 23 © el ABas 6l Ao AU UL 53| AslA B.

Addl woula ustAl

1. WGsHl dHRL HIR sletatl UEolle] QsyA olatlal.
2. AGeEsHl AR 1B Wil woHRet M2 AHIEeSR olle olsilcl.
3. wBeEsHl dAHRL Al 1@l Contacts Hi GRRL.

3.7 adauet wede a2db (Virtual Private Network — VPN)

VPN AUBl GelgQel Aol Yot 5319, YRl 3 818 sUsloll A wwid & guiell As vl
o HaRUL A & AR ofloy Wul JusHl B, UG wl oA Al dA As aeas yalld
54 B. l A2abal WU Private network 313 dlau{ly s1Ra A $5d sUoll Yd RRAA @A, 2w
YslRall Alslal W el @seu ®.

(i)  olg Wulle] AlAR GlRL M SLaL $q

(i) R Wulef GUILe o ASIaL 539

(i) AR Wule] So2a2atl Mt el SsIeL 54

GUR A @scuiel (i) wa (i) e Waln [Qscu & Auey wys ASONHL wAs2A ULl 8l B
AR [Ascu (i) Wld ol Aue ARn Gu 8.

VPNHL Sl6URL AReULetl WEAIN-UAIL al2atfa] Sl Soaell HILAM g1 scUHL vlad A B. d
As Private Network alcltel el Ralal we ABd Aol Gualol $31 2sA @, VPNHL Sleual
el AUAIN-UEAI WUl AR 32lo] Yelldol Sozralesll HILAM 6l Uq &l B. VPN U2 dalell
Yrall Al ay u33 wal B, sQ3 Uklell Wisdll 32l o2 glRl dgel Al dla B. VPN i
3aloll yReall 1R IPsec Bl 25allAlell GUloL Ul &l 8. IPsecl 32l Encrypt (clill ot astal Ad)
U Internet UR HsctallHl A & Rl A el 58 MR AxAA & A el asid otell. dat
destination networkHl U2l GILE Decrypt (MOl RAIUHL $Rclq) sclldl A B. VPN yraulld s:cl
AU GRL WAL YSRell VPN Routersll GUA0L Ul sl B.
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% Internet

Regional
Office

Head-office

Regional
Office

Remote / roaming users

Al 2.13 aRue wsde Azad (Virtual Private Network - VPN)

VPN ol UslR: VPN Hulcd 2R ASO0HL cluRcllHl a8 Rl VPNoll 2@l Ysik &l 8. WA
UG UL €35 YslRell Al@idMl uRua AadlA.

(a)

(b)

(c)

ARJud A2 SlAA-UU sled$ (Virtual Private Dial-up Network - VPDN): %2R delall 18
AR weRouMl dele] Aeads GuUaAldl sal ML R A VPDN sdclad. B-a Ul
Wclloll 512J2Ra Internet A Sl el Aeasul Aot 531 ¥ ©. 2w 1R siulell
$1RJ2HL VPN sClldod A $2AR 8ol A &ld WsA.

go2RAa2 WULRd (Intranet based VPN): %R Sloull delell A ¥ Aell dy vzl <A VPN
YU scllMl WA @R Aal Site-to-Site VPN s5dcllal 8. Al Aralell As LANA 3o
Aol LAN AU Internetoll HltAH a3 1Sl B.

go2Rale VUl (Extranet based VPN): %R UAIN-UAL AUl LANg] RSIQL o2l
HIRAH GlRL $cllH AA R Aol Extranet based VPN s&cllal 8. GeleR0L 3l sleunl Suellell
ULeSell (Customers) Aeals ua HIA HISEHsURaL (Suppliers) sl2cbe] s $d.

3.8 AlHlA %ii’a{lc-ﬂ uRaua (General Security Concepts)

£35 511222 HURlol eis? 8l B ¥ Bl Aol wacl slsurl el Yrsa Al dole Uy

A

8. wiell Aetetotoll HBA wiotdll 8ot B ¥ B AHIA ASLel waucl Aot ASLEl YRAAA

Aucll 33| wal B. YRet Mol YR WAL B BH 5

snejerqll yreau

Aecboll Yet-vlatdll Azadal wslRell ASYU YRAAA 59
Yol Ul datell yrau

o AR UR ¥ 3aloll e
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GUR e2lAd UM MR AUAIN-UAIL YslRel(l Y&l caucelsll GUlol Udl 8l & BUY Username
U Password glRL Al YHIR(S0L cucrl MUl Encryption Wl Decryption sl YA&A A 3alo]
Yel2dot (AR, A UG AL €35 wAMA [QdldaR A A8Y:

Wit

ALg(A 2.14 AL YReUall URUA (General Security Concepts)

wAdse(l GUAEAL: HUB %A UL Gmail ¥ Yahoo mailell GUIL $cl 8lsA ¢l R
Usemame A\ Password 3§ Adlco{l ¢lst oA 8. Aol iRl s12j2R, B-d o] wulds:waL
(Authentication) 53 8. wl Sl8ULL A5 Bl S-RSAH Ao 58 RABA B8 o 2AF. RN YHIA
Username 3ol Password UA-UAIL 8l 2F B. GEIEW 313 AUUQL Uell $12a YAA
Al HIZ % username al passwordOﬂ Gualol sl 8l A e-mail oll Username Aal Password®ll
UL S 2 B,

sARS SlFAA YA AWl HIZ $5cd Passwordoll 3R @ B. Usernamesll GUAL scUMH
Ul otedl. w5 AROUHL Username, Passwordo{l A WNSAHl SMS &l A OTP (One-time
password) o{l %32 u.l 23l dla B.

WURL Username WA Password %l ol S8 cASdal QL U8 el dl }uRl vited(l detell
UAAMAL 238 8. el Username oll 10l wod S8 U A3 UGl Password &R YA AWM
e, Password W5 UsRell ULl of SIH 52 B ¥ Boll glRL WU 51122 AM% d2lal YAl 53l
aslA A,
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ol Helewodloll AneeHl rulsll (Captcha) GUNOL Ul 8lal & ¥ BUL WUQL AUY s USIRall WeR

Alnulal 28U scllell sl 8. Captcha ¥al Password WA WA il B, Captcha oll GUAL
HIRA 818 caulset gLl % elHA sRalHL A B Aell WLld3l scl durlaL B.

wWAa$ Ude sl HZell YAl

Password Yol atloll Sl SeA ol(3.

UE Password 6-20 W&ol Sl WA,

PasswordHl 3§ (0-9), WeR (a-z) A WA sl ($, @, #,) A3 GUAL A Sl ABA.
Password 518 206€5\2lell (Slatetdl) 2oE of Sl ABA «i3.

HoUBA oletR, US| ololR ¥ %o cdllutell GUAIL WS HL 5 oi(3.

wuadell GelgML

Username Password (Qotet
Mahesh Mahesh BUAHA
Mahesh Mahesh123 AACUHA
Mahesh M123 RACUHA

Mahesh 9879100000  H™UAHA

Mahesh 29feb WUCAULHA
Mahesh GJ-6 WUCAUHA
Mahesh Vanilla BLAUCAUHA
Mahesh Iw@nt2fly HAHA

Mahesh Lx2$a33pgr UAHA

Mahesh TobeOrNotzb HUALHA

Mahesh  Trouble$hooting  CUHcl

wa§ ollold et gwal Bl ollold:

S Rad MUl AR e 8.

AsA Blal Al WAHI-UADL AsIGo2 HIZ sy WAAS clluRA (3.
yrdadal saza uel cvlla A adl o@.

wHd$ sleal sdal olfd.
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3.9 $lARAA (Firewall)

Network Firewall gl1 AUUGQL $112j2201l 32lal YAAA ALl AR SlA B, slARAA HUURL 511224
Bectl Bl Yrau yelat s & Bl s1eeuiell network UR ¥l HURAl Aoy networkHiell s1ejeul
et WA YA @ % A “Great Wall of China” lotoll Yraw s B Al A slaRAA
AUURL 51142201 AHY networkal YRAB A AUUHL HEEIUR B.

Yool slARAE Configurations: AsM(Ag2eR Aot il AUUA slaARAA A5 (on) MUl (B2
(off) 531 2ASIA lA. Yuat A A slRAA s(¥9R (Configure) $31 s

(a) Start ¢12ol = Ccontrol Panel = Windows Firewall Icon (58 s2ctell
(b) Left Pane UR As sctell A% “Turn Windows Firewall On or Off’

Computer Network &lR1 BURU $11J2Hl AR wslRl 32l WA R BolollBeS sAASAl (Inbound
Connection) Sdcllal ol AR UL 1Yl 32l wslRall sleas UR oo AR AUGB2ulGes
$a152lel (Outbound Connection) $&CUHL wA B.

'_f(-\ . —' v Control Panel » All Control Panel Items » Windows Firewall - Search Control Panel

Control Panel Home

Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.

%/ Change notification settings How does a firewall help protect my computer?

) Turn Windows Firewall on or What are network locations?
off -

: a-' Domain networks Connected (¥)
¥y Restore defaults 4
) Advanced settings . . .
v 2 . a-' Home or work (private) networks Not Connected ()

Troubleshoot my network -
. a-' Public networks Not Connected ()

See also
Action Center

MNetwork and Sharing Center

Ml%[a 2.15 lARdlA oll basic Configurations
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$lARAE Configuration £R12Ulol AUUGL 5L YSIRell S2lal 512U ldlal Ecl B AHY sl UslRell
32lal olelR cl tal & A Rl %33 wal B. BUS Hitp gl dlcldl 32l uclletd(l wucl Axes
Hitps &R0 dllaldl 32tal uRallotd(l wudl URd Ftp gl el 3atal uRalsdll of uudl. 4l ysiell
£3s alead AU (Network Service) HIZ2 $l2AA Configuration <3 (2 (Rules) clottcll st .

'_f(-\ . ~ | ﬂ <« All Control Panel Iterns » Windows Firewall » Customize Settings - Search Control Panel

Customize settings for each type of network
You can modify the firewall settings for each type of network location that you use,
What are network locations?
Domain network location settings
| @ Turn on Windows Firewall
[T Block all incoming connections, including those in the list of allowed programs

MNatify me when Windows Firewall blocks a new program
@_I ) Turn off Windows Firewall (not recommended)

Heome or work (private) network location settings
| @ Turn on Windows Firewall
[T Block all incoming connections, including those in the list of allowed programs

MNatify me when Windows Firewall blocks a new program
@_I ) Turn off Windows Firewall (not recommended)
Public network location settings
| @ Turn on Windows Firewall

[T Block all incoming connections, including those in the list of allowed programs

MNatify me when Windows Firewall blocks a new program

@_I ) Turn off Windows Firewall (not recommended)

[ OK ] I Cancel

Alg(A 2.16 gLARAAM Qi Configurations
Firewall Configurationell Advanced Settings: Hi wsa [QlAu Yslell Inbound Rules dAH% Outbound
Rules ¢lollcll At 83012 (Configure) 531 atsta B.

Bl 512J2R AecSHl Uals 51J2R flal el €35 512 UR UMlel [ Ao sall sl Al yauu
51222 UR Rules ¢lollcl Aol Ao s1222 UR SlUL 831 astal & Ul MR Firewallell Advanced
SettingsHi&ll Import Policy el Export Policysll GU2loL 531 astal 8. (sl 2.17)

SlRRAA GlRL §5c BolollGos Salslal WUl §5ct WGBS 5aA5Aot A URcllatdll ugl wudl asia
B. slAAA s8Il Log 1A Ul olollcll asta B Bl s3lal slsuel ysiRell ulAe90{la Uzellal Log
Sl ol (Record) 31 2slal. AR URL WURL Glolldd Ralle] Gecitlol scllall Yol Al
R Aol (Adtd log slESAHL dole a8 A3 B. (puslA 2.18)
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File Action View Help

[

&3 Inbound Rules

&Y Outbound Rules

#a Connection Security Rules
B, Monitoring

[ AR CRRAEI PP R Windows Firewall with Advanced Security on Local Computer

-

‘ Windows Frewall with Advanced Securty provides network securty for Windows computers.

sl 2.18 $lARAA  inbound/outbound AM log filestl configuration €2lclcll dialog box

Overview -
Domain Profile is Active ‘
@ Windows Firewal is on,

G Inbound connections that do not match a e are blocked.
@ Qutbound connections that do not match a rule are alowed.

Private Profile

@ Windows Frewalison.

Q Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed

1m

Public Profile

@ Windows Firewal is on.

Q Inbound connections that do not match a nule are blocked.
@‘ Outbound connections that do not match a rule are alowed.

BY Windows Firewal Properies

[ Getting Started .|

Authent. e bel

Create connection securty ndes to specfy how and when connections between computers are authenticated and
protected by using Intemet Protocol securty (IPsec)

B Connection Securty Rues

View and create firewall rules

Create firewal rdes to allow or block connections to specfied programs or ports. You can also alow a connection only if
it is autherticated, or f 2 comes from an authorized user, group, or computer. By defaut. inbound connections are

blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a rule that
hinclee tham

(0 ] ¢

AUg(A 2.17 gLARAEA ol Asclled Configurations

Actions

Windows Fitewoll with Advenced Security .. 4

< Import Policy...
43, Export Policy...

Restore Default Policy

Diagnose / Repair
View
Refresh

Properties

B E R

Help

Domain Profile | Private Profile | Public Profile | IPsec Settings |

Specify behavior for when a computer is connected to its corporate

domain.
State
i P Firewall state: [On {recommended) v]
Inbound connections: Block (default) hd
COutbound connections: Allow (default) -
Protected network connections: Customize...
Settings

7 Specify settings that control Windows Customize
- Firewall behavior.

Logging
! i Specify logging settings for o

troubleshooting.

Leam more about these settings

[ oKk || Camced || 2o

=R
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Addl woula ustAl

1. MRl 51eul $RRAA UBA B ¥ olld A As 5A. A sl2RAA (B (off) &l Al Ax
A2 (on) s

3.10 AuUlR3U- o Y&l (Infrastructure Security)

wersle Waleolell el WA Wdlell $12jeR sledd Yeallld 2 s 8. auell sineeR
oAUl Al Gl GUsANA WS HIOWHL 313 SlaiHl AUA B, sleugl Houl Mol Yel clcRelsal
WURL ol oMl adAl asla -

(a) olllds Y&l (Physical Security)

(b) 32tell Y&l (Logical Security)

lllAs Y&l (Physical Security): dreloll 512J2R AMUY o GUSAWAA el WU Bl 3
wRlSY, alauAg, cRute QAR YAAA Aval WA, Aues L], R_UMEQL €12 A ojsLet
ol USA Aoll st Al WA, wl GURd AUuHl $HURL gL GUsWa sl of USA ¥ Aol A3
ol U8 A A d3elR] url Awcll usdl dla B, elllds Yratoll Wt BRAH A ULl B ¥ 58 Uglalnl
AMoll AaRell 51122 ¥ o2 AMoll QL welR of AluR.

Corporate
LAN

ALg(A 2.19 wrUIU HowLslA YReu

32tell Y&l (Logical Security): BH $112J22 6l5AA YA Avall A8 Aclly A 32l wA Rl
Yrell cucRaUl 33 olal B, AUl Vod(l 32t vlslRell ASlA HA AHy Selal criRUl ofslet o
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USA Aoll 511 Avcll %330 olal 8. Jatoll YRall &q (AU ysiRell dNuall us @l 8. el s3la
32l UAMA Ay YAAA @ A 2 YyHRls:0L (Authentication) ol AUES(ASWL (Authorization) Bl
Ugld Gulodl Actal B, L UglQullell R A3A@MN (Cryptography) Bl dsellsl U &l .

Authentication: 3l Y(Bal duRlasdl ofl BNawell wid3l 52 B Rl A sl Alklet AU 531 43 & A
ossl A8 ¥ B, YHIRlsWL AUU/SRS el HI2 33l 8.

Authorization: ¥l YBaAl cuAsdlell Wam ¢ Al [QLRQY WA (Resource) clual M2
Ucllotol A & WUl HolleS $UA O,

Cryptography: d3c@Ul A HRdloll Yrau 12 cdvigal aidl of astal Adl A 3uidRd (Aeilzre)
53 8. Fal HISL WS It §l Gl AUEL ARl (racl Blsie) 3cl asta 8. wykls AddlQul
Y5l YA ol vl Aoildre UAA AR AR selRs AU (Al sl Al sl B.

stHo(Rloll catcirawto{l YRetl (Operations Security): SlsuRl delell Elds sl YAAA I ua

QAU A3 Al 53 A W2 B-A WA o{lA Yoyololl Yl ot UR Aall %331 B:

(1) s1ReR AHY dell GUALN U2 ol[d (Policy) daur scll. dal Aol HHA A Acl d¥elsl
Awdl.

(2) 3eloll Guol 5 3cll A sl Acll LRGN (Standard) o158l scll AH% (Aot UHAlS0L
H(2oll R0 dautR scll

(3) €35 stal U2, QAU YAl sH2: daAR 8l AsA A Aol YBARA (Procedures) AL A
cqluil(d 8lefl el

(4) oA [Quas Holelst (guidelines) daur &l e,

Arauslal Y&l (Organizational Security): U(ARol Y&l cAuckeUlal dY A dy Hwod sclell
3R2Ulct Gell acll 2% B. SlBURl Bl 51122 A2ctbal WaAs YslRoll slSAR AHY ALAR §lIRL
YR8 vl sl B, Yre U GUADHL AcllHl Aletdl Yyt Wg2AR ol A Yo B.

(@) $lRARAA (Firewall)

(b) Intrusion Detection System (IDS): ® oll@gct cAldct ¥ WolHa 5122 Aabul YAl Udl
Aol s B,

(c) Intrusion Prevention System (IPS): % walllgd cldct ¥ YolHal s12jeR aleasdl yaal Udl
wesld 8.

(d) VodlatAY A Aodl HIAAR (Anti-Virus Wal Anti-Malware)

AeUHL 8L8AR UMURA Y&l H2 WAARS (Biometric) GUsWNol H2l il GUAdL Ul Hlal HA
®, A GURld Smart Card, RFID (A2 Bl dsA5 url GuoHl Aatal .
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AUR Y&l Communication Security: AR d2lo] Ylldol U W@ Sl R ugl QAU yRau
Ug(All tallotil Al s8R AR 3ale] Ul U @ sl R olA yxololl yrew cuaal alcll
B A,

(1) 32l wiotdll 2% U Wl 818 (3 A A ¥ «l@. (Confidentiality)

(2) 32l HECUS ol %12 (Integrity)

Yelldot UAAL d2l olA Yorololl HIUES AAN Aol Wi sl AWl A,

(1) 32l snal Guolcu lal SR (Availability)

(2) 32l &N YAR(5ct Aol &3 (Accuracy)

(3) GUALHL AaAA del YHIRA Bt WAL Andd 8lal 83 (Authentication)

allt:- htps Yl2lSlct hitp Yl2lSletoll o Yy el YElat s .

3.1 a2t aol(:tﬁj\(gal (Network Troubleshooting)

Azad 2o1ct(@ol HI2 A IlA Gaadl AHRAL U Agf (RIS (A AU B,

Y3l: Cable Unplugged oll A% A B.............

GrlR: Yuad A 510Ul Cable Unpluggedsll A% lcll %

(a) A2ad 51§ A BSIAA Folce] 5a5At GRAGR o A Al WUl S AR 4t A Al
L HER URL oA stéla g3l Asl sl

(b) &0l aal LU BUsWU sitd slaA Al URL L Yslell AAx ulcl ad B.

Yst: 5122 aleadl Walld ad o 8la dl..........

Grir: 512Ul IP address WUC ol &lal AU DHCP Server 6itl &l ol wUR] 122 J6A
R3¢ dlall i AeabHi sl 5 (3. wl HE2:

(a) %A IP Address ¥\ Subnet Mask Configure $2cll %33l B.

(b) %8l ¥Ue{l AWML DHCP Serverall GUAL AUl &2l Al “Obtain an IP address Automatically”
ule 52,

Ysl- 5122 AabMl Yrallld UAd 8 Ul Soeele Acu oiu 8.

GrR:-Po2rale ol Slclloll uas sREN dla a¥. oA Yool SIR(N AWl AHY Ao [AAS1QL
claal Yalel scll

(a) IP Address WU & URL Gateway W&cll DNS Server Configure 53 otell.

(b)  slRAA Hil So2ale Acul ol 531 8l
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(c)  ClARYU AUYA HIAAR $1JgH{ wAA &l
(d) ol AU H3H AHYUA USB Dongleatl GUAIL $cll 8l cll AHell Configuration clULRLCU
(e) ISP ofl At URLA UAE 8l (Internet Account Expire) U oy 8l

3.12 a2

Q1
1

(O, I Y SR N1

. A [@seu ad vl YA (Fill in the blanks)

_ A A Aot ol (6o, wBeds, dJolA)

UGS GlRL Y WSAHL A B. (92let, AU, HIBslM)

Bool2a] A1SIAL gRLRAUNA a8 Asd ol (AS-5185, dlerdlle, ul)

Bo2ol2 _ glRlL ASAA UY As otell. (LIS, MallSd, RosuAlet 51122R)

Bo2Rold UR AUl A$2AR AclFalot 33 o, (3s2ly, Aol, NAUlBA)

Q2. o{lAel [Qtuell WRA B ¥ vl A ¥QUA (True or false)

—_

(O, I N SR N1

ol oUSAHL o2 salsalet sl B,

ool §-HEA UGB2HSHL Bozal2 S5t DR URL % ASIA O,
A2BU A oIBHR B,

sloul dusla AucdlFast UR goerale $9AUld ALAG S,
. Ul W3Aell doussHl 12 uisst dlal $AUld B.

Q3. Al %158l A1S| (Match the pair)

1 é :. gl 85U HIWCAL (Firefox Mozilla)

2 : b. 8o2a12 VWSULARR (Internet explorer)

3 @ c. usld (Safari)
4 d. 5\H (chrome)

egciloll

Ql. 1. WGBe¢s 2. HlBslAls 3.800 4. RoSUCAl 5122 5. Aol Aot

Q2. 1.Wg 2.u3 3.uW3 4. Wg 5. W3
Q3. 1-b, 2-a, 3-d, 4-c.
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